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ABSTRACT MAIN RESULT

Covert communication refers to any communication setup where users wish THEOREM 1
to convey information while ensuring low probability of detection by other A rate-triple (71,72, k) is achievable, if and only if, for some pmf Prx. over
users, adversaries or network monitoring nodes. We show that: T x Xs and €1, €2 € [0, 1] the following three inequalities hold:
o It 1s possible to remain covert while other non-covert users are present.
p . P ro <I(Xa;Y | X1 =0,7), (9)
o The presence of the non-covert users allows us to improve the secret-key
and message rates of the covert user. /3 Ep,, ler Dy (X2)]
1 S 2 (10)

\/EPTX2 (€7 - x2,2(X2)]

SETUP OF COMMUNICATION g > yaroe AT Z DVZ2)), (1)

\/EPTX2 €7 - x2,2(X2)]

where for the right-hand sides of (10) and (11) we define 0/0 = 0 and for

Define the message and key sets

Mlé{l,...,Ml}, Mzé{l,...,MQ}, ]Cé{]_”K}’ (1) annyEXg
for given numbers M, M, and K and let the messages Wy and W5 and Dy (22) 2 D(WY|X (11, 22) 1| Wy, x, (-0 mz)) (12)
the key S be uniform over M, M5, and K respectively. 1423 1 1X2 41
o g Dz(x2) = D(Wzix,x, (1, 22) [| Wz x, x,(-[0, 22)) (13)
[ 1 x2,2(12) £ X2 (Wazix,x, (1, 22) [| Wazix, x, (10, 2)). (14)

User 1 (Covert) —| ™ L X7
\ WYZ|X1X2

-
W. / \ ~
User 2 (Non-covert) —- (pé”) X3 AL Warden — #H € {0,1}

g[()n)aggn) 7 Wla W2

SIMULATION

Consider input alphabets X7 = X5 = {0, 1} and randomly generated channel
matrices.

Fig. 1: Multi-access communication where communication of User 1 has to

remain undetectable to an external warden. Time-sharing improves the rates

o 1072
Reliability: g 3
. - 5 o  With time-sharing |7| = 2 (in red).
Peo = Pr (Wz a W2‘7'[ = 0) (2) z o Without time-sharing 7| = 2 (in
S 1
—~ — @] bl .
P, 2 Pr(W2 £ Wy or Wy # W, ‘% - 1) (3) 3 \ ue)
> % 0.5 1 1.5 2
Covertness: Covert user square-root rate rq
For each wy, € My and W5 = ws, define the warden’s output distribution
under H =1
~n n 1 n i n n Higher secret-key rates k increase the rate-region of Theorem 1
Qc,wg(z ) é M]_K Z WgXle (Z ’x]_ (w]-?‘s)ﬂmz (wz))7 (4)
(wlas) <
and under H = 0 E " \
2 0.2 o Key-rates £ < 0.8 (in red).
Xn n|nn n —
WZ|X1X2 (27107, 23 (w2)), (%) *;: 01 o Key-rates £ < 0.3 (in blue).
S 0.
and the divergence between these two distributions: g
A . 2 i 0.1 0.2 0.3
5n,w2 =D (Qg,w:z ||WZ|§(1 X, (‘On, SCS (’U)Q))) y Wo € MQ. (6) Covert user square-root rate 7
Objective:
We aim to propose coding schemes such that: The non covert user simulates channel states
11_)111 5n7,w2 = 0, Wo € Mg, (7) < 0.4
oo _ - o Non constant channel inputs X, at
nh_)rréo P., =0, i€ {0,1}. (8) g 0.3] / | User 2 (in red).
Coding scheme: 5 02) | o Constant channel inputs X5 = 0 at
§ 0.1 User 2 (in blue).
Fix a large blocklength n and let " = (¢,...,t,) be the time sequence. § O 03 o1 o5 s o * Constant channel inputs X, = 1 at
é Secret-Key square-root rate k User 2 (ln blaCk)

Define a pmf Pr and two conditional pmfs Px, . and Px,|7.

Encoding: We use coded time-sharing for both users, i.e. the i-th entry of

both users codebooks (C; and C,) are generated (i.i.d.) according to the OUTLOO KS

pmfs PXl,n|T(-|t@) and PX2|T(-\ti).

Decoding: We use successive decoding, i.e. decode message of user 2 then Generalize to the setup where many covert users are mixed with many non
of user 1. covert users.
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